Abstract
INTRODUCTION
Critical infrastructure protection (next CIP) is the phenomena of the last decade. After the attacks on the Twin Towers in New York on 11 September 2001, the legal rules for increasing protection and security of important entities -the critical infrastructure elements (next CI) were progessively developed (Act No. 45/2011 .
Within the EU member states first the issues of objects identification and their including among the European critical infrastructure elements and national critical infrastructure elements were solved. Some countries specified also elements at the regional critical infrastructure level.
Enhancing protection of specified critical infrastructure elements was the next task. In this context various methods, metodologies and processes were defined (Dvořák, Soušek, Sventeková, Leitner, & Čižlák, 2010) .
In regard to the scope of the issues and miscellaneousness of the critical infrastructure elements it is necessary to investigate the issues in detail within the specific branches. In last time the attention is concentrated especially on transport and energy sectors and information and communication technology (ICT) sector at the European and national levels (Voeller, 2005) .
The researchers of the University of Zilina in cooperation with foreign colleagues are dealing with the issues of CIP very intensively. Since year 2011 they are solving project entitled Critical infrastructure protection in sector transportation supported by the Slovak Research and Development Agency. In years 2011-2013 also the project, entitled Integration of quality management and risk management, that brought new viewing angle on the solved issues, was solved at the University of Zilina. Since year 2014 the researchers of the University of Zilina will also participate in FP7 research project entitled Risk Analysis of Infrastructure Networks in response to extreme weather.
The aim of this paper is to present the results of the research in the field of critical infrastructure protection. The paper is also dealing with common issues of standars for quality assurance and risk management. Within application of the mentioned standards it is advisable to specify the fields where the respective standard will be implemented. WITHIN  USING  METHODS  DEALING  WITH  CRITICAL  INFRASTRUCTURE  RISK ASSESMENT The whole risk management process in critical infrastructure consists of several partial activities. The first step, identification of hazard sources, is followed by risk analysis. Realization of these two basic activities requires selecting the most suitable methods. Identification of hazard sources can be done either by detailed statistical data for given system or expert evaluation. Risk analysis is a basic step in the risk assessment process. The basic classification of usable methods is given by the expression of values used in risk analysis as follows:
EXPERIENCE
At the beginning risk analysis and assessment were connected with use of qualitative methods that generally assessed the subsystem with conclusion that some measures are needed to be accepted or not.
At present high degree of using informationcommunication technologies and expert systems development bring the need to use semiquantitative and quantitative methods. These methods use broad knowledge basis, present expert systems enable so called data mining from other information systems and internet sources. So very detailed structured information sources are necessary for semi-quantitative assessment. Applying quantitative methods is often connected with problems of needed data absence. In that case the expert estimation is usually applied to assign required values.
Methods applicable for critical infrastructure risk assessment
There are many methods and techniques dealing with risk that are used almost in all spheres of human activity with effect. The attention is oriented especially on effort to affect existing risks and their impacts in economy, industry or other field. Risk management is a systematic and logical method of determining the connections, identification, analysis, evaluation, treatment, monitoring and reporting risks connecting with any activity, function or process in such a way that organizations are able to minimize their losses and maximize opportunities (Sventeková & Dvořák, 2011) .
In the Slovak Republic risk management is introduced and defined by standard STN ISO 31000 "Risk Management. Principles and Guidelines". In accordance with this standard, figure 1 presents the key steps of the risk management (STN ISO 31000:2011 . (STN ISO 31000:2011 The single parts of standard STN ISO 31000 are necessary to be approximated into critical infrastructure protection.
Fig. 1 Risk management key steps
In introduction the context should be established, that means defining those parts of the CI that will be the subject of investigation. Strategic and organization context and risk evaluation criterions should be defined, too.
Within the second step -risk identificationcomplex assessment of the CI threats is necessary to be done. Answers to questions what, how and why can happen are needed to be found.
Possible results with criterions defined in advance are compared within risk evaluation. Further the risk importance sequence is defined. Then assessing the risk acceptability is realized.
Within the risk treatment possible corrective measures are defined. It is necessary to evaluate their economic justness and possibilities of real implementation. Then to select and plan specific measures to be realized in proper sequence.
Communication and consultation as well as monitoring and review are feedback aimed at continuous enhancing risk management process. The whole risk analysis process depends especially on used methods. Appropriate methods should be used in all steps. Because the risk management is not strictly bound to certain system or activity, it can be used also for CI in combination with other needed and appropriate methodologies. (Tixier, Dusserre, Salvi, & Gaston, 2002) . Rapid Ranking -RR enables rapid ranking of danger through inflammability, explosiveness and toxicity indexes. Inflammability and explosiveness indexes are determined on the base of material factor and degree of so called general and specific danger (risk sources) of process. Technological process or transport units are classified in one of three categories according to the resulting value of mentioned indexes.
Selected methods of CI assessment
Preliminary Hazard Analysis -PHA -this hazard analysis provides very quickly survey of operational hazards that can be start base for detailed analysis. This way can be also applied in early stage of planning when only very general purposes and technological schemes are to disposal.
The first step, selection of appropriate methodology, is the most important step for the complete risk assessment of the CI. Because not every method is usable for risk assessment in relation to CIP, selection of appropriate method is affected and conditioned especially by:
 results we want to achieve considering the reality that each methodology has its limitations,  availability of needful information about examined system that are necessary for application of selected methodology.
Case study for railway risk assessment
Selection of methods depends on specific sector or subsector of CI. Within the above mentioned project we focused on subsector railway transport. The most often used methods for railway risk assessment are as follows:
Method IAEA-TECDOC-727 presents so-called screening method that enables classification and determination of social risk sources priorities. This methods allows classification of danger from mobile sources (road, railway, water flows), completion of accidents consequences assessment with probability aspect based on historical data from accidents in the past.
Method according to the CPR 18E -Purple Book was elaborated and issued by TNO organization. It allows quantitative risk assessment for transportation of dangerous goods. The specific process of risk assessment for transportation of dangerous goods is second part of document CPR 18E-Purple Book and start from analysis of reports dealing with former accidents. Experiece with application of various methods for CIP assessment lead to the future integration of these methods with some standards, detailed described in chapter 3. However the integration process is not standardized and each organisation must find a way how the processes within the management systems can be best integrated to achieve significant integration benefits and meet business needs (Luskova, 2013) .
Method according to the Guideline for Chemical

INTEGRATION OF QUALITY AND RISK MANAGEMENT STANDARDS
Quality management and risk management belongs to the key factors of performant management. It can be said that the risk and quality are two sides of the same coin: quality is the measure of satisfying the requirements, and risk measures the weight of unfavorable situations, deviations from the requirements. These two dimensions are not mutually exclusive but complement each other, being components of the indicators system that measure the performance of the organization (Popescu & Dascălu, 2011) .
Although in the ISO 9000 family of standards there is no specific reference to risk management, their philosophy is based on the principle of risk prevention. Analysis of these standards demonstrates that they indirectly refer to risk management in many cases.
The
ISO 9001:2008/Quality management systems. Requirements, for the first time explicitly emphasizes that the design and implementation of an organization's quality management system is influenced by its organizational environment, changes in that environment and the risks associated with that environment.
The ISO 9004:2009/Managing for the sustained success of an organization. A quality management approach, emphasizes that an organiazation's environment is ever changing and uncertain, and to achieve sustained success it is necessary for its management to identify associated short and long-term risks and deploy an overall strategy to mitigate them. Requirements. Organizations should identify and assess each of the risks they've been faced. Infrequent risks with minor effects should be only controlled. Significant risks with severe consequences should be managed in such a way to eliminate them completely or reduce the frequency of their occurrence and severity of consequences (Avanesov, 2009 ).
Industry Quality Management Systems
In the world there are a lot of quality management systems for industry branches dealing with specific management systems. Requirements of these industry quality management systems are more demanding than the ISO 9000 family of standards requirements.
QS-9000 Quality System Requirements
The QS-9000 is an international quality management system standard for the automotive industry originally developed by and for the 'Big Three' of the American auto industry, namely, Daimler Chrysler Corporation, Ford Motor Company, and General Motors Corporation. The main weakness of the QS-9000 is the fact that it is based on the ISO 9001:1994, which has been obsoleted and replaced by ISO 9001:2008 and so automotive companies are using the ISO/TS-16949 as the new standard for the automotive industry's quality management systems (SiliconFarEast.com, 2007) .
VDA6 Verband Der Automobilindustrie/VDA Automotive standard
VDA is the German Association of the automotive industry that consists of about 600 member companies, who have come together to research and produce clean and safe auto-mobility for the future. The VDA 6.X regulations are designed for organizations in the automotive supply chain to provide a holistic quality management (VDA, 1999) .
Upon introduction of the ISO 9000 in 1987, a VDA working group responsible for the standardization of technical norms recognized the necessity to integrate and adapt the general ISO standards to the particular context and environment of the automotive industry. The VDA quality management series VDA 6.X was introduced in 1991. Since August 1, 1997 the VDA quality standards are administered by the VDA Quality Management Centre that is responsible for the continuous update and translation of standards set by the ISO to the specific context of the German Automotive industry (Clarke, 2005) .
ISO/TS 16949:2009
ISO/TS 16949 is the international quality management system standard for the automotive Industry based on ISO 9001. Subscribers to the standard include BMW, Chrysler, Daimler, Fiat, Ford, General Motors, PSA, Renault and Volkswagen. The introduction of TS 16949 has resulted in substantial improvements in all aspects of quality, delivery and overall efficiency throughout the supply chain and It has also reduced the requirement for multiple audits of manufacturers. This standard is applicable to any organisation within the automotive supply chain that manufactures and/or adds value to parts for supply to the automotive industry (NQA, 2013) .
OHSAS 18001 Occupational Health And Safety Management Systems
OHSAS 18001:2007 are an Occupation Health and Safety Assessment Series for health and safety management systems. They are intended to help organizations to control occupational health and safety risks. They were developed in response to widespread demand for a recognized standard against which to be certified and assessed. The OHSAS specification is applicable to any organisation (OHSAS 18001, 2007) 
ISMS Information Security Management System
Information Security Management System (ISMS) is part of the overall management system, based on a business risk approach, to establish, implement, operate, monitor, review, maintain and improve information security. 
AQAP Allied Quality Assurance Publication
AQAP Allied Quality Assurance Publication is the management system for suppliers to the military industry developed by the NATO. Organization that is interested in cooperation with NATO countries (especially military branch) has to have introduced specific standard to prove its ability to meet all its specific requirements.
The main NATO objective in quality management of supplies is to implement such a system where particular countries would be able to produce and supply a safe, reliable and economical product for military purposes. In order to achieve this objective all parties involved are responsible for the product quality. It refers to User, Purchaser, Supplier and Government Quality Assurance Supervising Staff throughout the life cycle of a product (ZSJZ, 2013).
NUSS Nuclear Safety Standards
The IAEA is the world's centre of cooperation in the nuclear field. It was set up as the world´s "Atoms for Peace" organization in 1957 within the United Nations family. The Agency works with its Member States and multiple partners worldwide to promote safe, secure and peaceful nuclear technologies (IAEA, About the IAEA, 2013).
Nuclear Safety Standards are dealing with all aspects of nuclear safety. The five Codes of Practice deal with the topics (IAEA, 2013):  governmental organization for the regulation of nuclear power plants (NUSS-50-C-G),  safety in nuclear power plant siting (NUSS-50-C-S),  design for safety of nuclear power plants (NUSS-50-C-D),  safety in nuclear power plant operation (NUSS-50-C-O),  quality assurance for safety in nuclear power plants (NUSS-50-C-QA).
HACCP Hazard Analysis and Critical Control Points
HACCP is a process control system that identifies where food safety hazards may occur in a food production process and puts into place stringent controls to prevent the hazards from occurring. By strictly monitoring and controlling each step of the process, there is less chance for hazards to occur and in this way a food business is able to assure the safety of the food products they produce. Effectively implemented HACCP controls biological, physical, chemical and allergen hazards within a food operation. HACCP can be implemented as a separate risk management system or as part of a certification to ISO 9000 (Standards.org, 2011) .
CONCLUSION
In conclusion we would like to present some important conclusions and recommendations.
For the first we underline improving the vocabulary and its correspondence with international standards. Some fields of the research of the critical infrastructure protection specific elements are still not sufficiently solved also thanks to insufficient vocabulary. Recommendations in the field of standardization are one of the results of our research. Within our research we meet with different approaches to risk analysis and assessment in various fields.
Another important aspect is application of modern information -communication technologies (ICT) within the critical infrastructure protection. At present physical and object security and safety without ICT application is not possible. Except the real attackers, who want to destroy the specific object, the great risk is represented also by internet attackers who want to take control of management and information systems.
Important aspect is also inspection of performing the measures defined by the laws and regulations. Every critical infrastructure element must have always elaborated security plan. Its implementation has to be checked and verified. In case realization of the protection is in accordance with security plan than the security level is evaluated as very well. In case the tasks of the security plan are not fulfilled, some activities are evaluated as insufficient and other corrective measures are needed.
WORKS CITED
